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. Basic concepts

=> InsiderLog SSO does not onboard users from
any IDP. Users from Azure AD must be pre-
onboarded with InsiderLog and assigned in the
IDP as users.

= SSO authentication works by mapping
existing users from the AD IDP with the User
base of the InsiderLog tenant.

=> InsiderLog's SSO is owned by the application
owner. ComplyLog does not have access to the
application certificates nor the configurations
from InsiderLog nor your IDP. Meaning it is self
managed by the InsiderLog's admins.

=> InsiderLog SSO supports SAML 2.0 and can be
easily summarized as:
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=> InsiderLog SSO su and can be

easily summarized

= InsiderLog Application generates a Metadata file
based on the configuration (App certs)

B il L4

®* The metadata file contains information needed to
register itself as an Enterprise applicate on Azure
(AD). Entity ID, Relay Endpoint.

= Azure AD will generate an Identifier and login URL
to initiate authentication

= InsiderLog App needs to register the Azure
generated ID and login URL to initiate the

Authentication process

—




. Step 1: Open SSO configuration

Single Sign-On

1. Log in to <mycompany>.insider-log.com

2. Click on Settings - Single Sign-on

anent insid... 3. Edit
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. Step 1: Open SSO configuration

Single Sign-On

Configure app certs o

Yes
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=> You should see a form requesting:

Enable SSO access

Registration name: reflects on the
metadata Entityld and endpoints.
Can remain as “"SSO” by default.

App certificate: PEM base64-
encoded format

App Private key: PKCS#8 PEM
base64-encoded format




Step 2: Generate certificates

Generate Self-Signed Certs

© ciermromrieio
. = As long as the certificates are generated

in the right format PEM and PKCS#8
PEM base64-encoded. One can use any
tool to generate this certificates. For
simplicity we will use
https://www.samltool.com/self signed
certs.php

Fill the form and Generate.
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. Step 3: Configure certificates

gle Sign-On

Configure app certs o Q t o

Copy the certificates and private keys
from the previous steps into InsiderLog
SSO configuration:

= Private key is the App private key

—BEGIN CERTIFICATE—
MIEKTCCAxCgAwIBAGIBADANBgkghkiGIWOBAQOFADCBr TELMAKGATUEBhMCZ mkx
EZARBgGNVBAGMCIBpcmthYWStYWEXEZARBGNVBAOMCK1 SIENvbXBhbnkxijAgBgNV
BAMMGW1 5Y291cGFueSSpbnNpZGVyLWxvZy5ib20xFDASBgNVBACMCOxFTVDDhMOE
TMOEMRQwEGYDVQQLDAIFQ1MgRmIubGFUZDEKMCIGCSQGSIb3DQEJARYVC29ZWu

= X.509 cert is the App certificate
= Click Next

—BEGIN PRIVATE KEY—
MIIEWAIBAD,

g QEFAASC \gEAAQIBAGDAIUISO3UVMUOGH
MRXWPES32Qxf0cRz+ JIIEYNIACOHS4IS+WObWpo2vbCIOLANIO.lyykwBT9zHNLD3
h2bOERXBWKIGaBUhgcOceZaatlOCGaZy0DeCIMIYICRTA5I9nYI70GssR+s2CQ

XsWaQvgHW2urkHuski73bwinOBSGUNYZZLxfhLIX7YG.)/BK+E191ZJYR31KiLZIN
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. Step 3.1: Configure certificates

=> The next step in the SSO configuration
shows the application generated
Metadata.

—> Save the link

If your domain is

Configure app certs Configure idp (3] 1 (4]
This is the configuration endpoint to set in the identity Provider httDs://mycompanv'lnSIder-loq'Coml The
metadata endpoint will be:
Baak OVERVIEW = https://mycompany.insider-

log.com/api/saml2/service-provider-
metadata/sso

—> Click next
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. Step 4.1: Configure Active Directory

A Sepsch resources, services, and docs (G+/)

Home > Default Directory | Enterprise applications

2= Enterprise applications | All applications

Enterprise applications

]
nss o N D
ult Directory - Azure Active Directory

& &5l Preview features Ay Got feedback?

| Mew application () Refresh Download {Expart) @ ereview info Columns

= Create "+ New application”

+ = Create “+ Create your own application”

S S

Home > Default Directory | Enterprise applications > Enterprise applications | All applications

Browse Azure AD Gallery

t Create your own application & Got feedback?
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. Step 4.2: Configure Active Directory

ol oty s : Create your own application
Browse Azure AD Gallery

Cloud platforms

aws 3 = Name the application and click create
Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy On-y
Featured applications
Adobe Identity Atassian Cloud AWS Single-Account
‘ Management (SAML) AWS  Access
2
Adobe ° ®
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. Step 4.3: Configure Active Directory

## My Company Insiderlog | Overview

= Configure the owners, Roles and
administrators and Users and groups
according to your organization needs
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. Step 4.4: Configure IDP

22 My Company Insiderlog | Users and groups

Overview

D Deployment Pan

= It is important that the users assigned to
this Enterprise App match the Admins

X Diagnose and salve prosiems

configured in InsiderLog. Specially the Email.

User

25 Users and groups
D Single sign-on
Provisioning
B Application ooy

G Self-service
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. Step 5: Configure Azure AD SSO

5) My Company Insiderlog | Single sign-on

Overview Single sign-on (S50) adds security and convenience when users si
n your organization to sign in to every application 1
credential is used for all the ethe

n to applications in Azure Active D

[0 Deployment Plan

apphcations they need access to. |

X Diagnose and solve problems.

Menage Select a single sign-on method  Help me decide

® Disabled {3 SAML
Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security
My Apgs. Assertion Markup Lan

It Properties
& Owners

&, Roles and administ

28 Users and groups f

D single sign-on
Provisioning

B Appiication proxy

Self-service
( (_-)} Linked
Link to an application in hty Apps
and/er Office 365 application launcher
Security

% Conditional Access
Permissions

@ Token encryption
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y use with only one account. Once the user logs into an appication, that

& Password-based
Password storage and replay using a

web browser extension or mabile app

PRIVATE

= Select Single sign-on on menu and
enable SAML



. Step 5.1: Configure Azure AD SSO

My Company Insiderlog | SAML-based Sign-on

=> Azure AD will show the SSO configuration
with some required fields. Under Basic
SAML Configuration

= Identifier (Entity ID)

= Reply URL (Assertion Consumer
Service URL)

=> Click Edit
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. Step 5.2: Configure Azure AD SSO

—> Configure the Basic SAML Configuration using the
following URL templates. In our case our tenant
subdomain is *“mycompany” and the Insiderlog
SSO registration name is “sso”

= Identifier (Entity ID)

= https://<tenant.subdomain>.insider-
log.com/api/saml2/service-provider-
metadata/<insiderlogsso.registrationName>

Basic SAML Configuration %

My Company Insiderlog | SAML-based Sign-on

= Reply URL (Assertion Consumer Service URL)

= https://<mycompanysubdomain>.insider-
log.com/api/login/saml2/sso/<insiderlogsso.
registrationName>

=> Save
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. Step 5.3: Configure Azure AD SSO

=> Edit accordingly so that the attributes &

Attributes & Claims m claims has the following:
givenname usergivenname = Unique User Identifier: Format Email
surname user.surmame
ladd .mail . . .
S seromrprincihame = Unique User Identifier: Attribute

user.mail

Unique User Identifier user.mail
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. Step 5.4: Configure Azure AD SSO

SAML Certificates
Token signing certificate

amna & Edit
Status Active
Thumbprint D7T1C3C585D4DEDS725E49018CE81447D02FDEDBE
Expiration 2/15/2026, 2:25:10 PM
Notification Email jorgegarmon@hotmail.com
App Federation Metadata Url https//login.microsoftonline.com/77599a90-670c... [
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) (Preview)

. & Edit

Required No
Active 0
Expired 0

Set up My Company Insiderlog

You'll need to configure the application to link with Azure AD.

Logim URL httpsy//login.microsoftonline.com,/77599a80-670c... [

Azure AD Identifier https://sts windows net/77599a90-670c-4560-a5¢c... [

Logout URL httpsy/flogin.microsoftonkine.com,/77599a90-670c... [
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=> On point 3 and 4 you will find the last
configuration settings for InsiderLog SSO
configuration

On Point 3 you will find the SAML certificates.
Download the Base64 version.

On the Point 4 of Azure AD Saml-based Sign-
on. You will find the following endpoints

= Login URL
= Azure AD Identifier

=> On the Insiderlog SSO config:

Login URL = idpSsoEndpoint
Azure AD identifier = idpEntityId
Certificate (Base64) = idpCertificate



. Step 6: Complete InsiderLog's SSO configuration

Single Sign-On

2 Configure app certs €@ configure idp £) Integrate idp certificates o

BEGIN CERTIFICATE
MIICBDCCAJiGAWIBAGIQYWsQLIIbOS. u QQD
Ey{NaWNyb:{NvZanQXp?:quRkaZXJthVkKFNTTyBDZXJOaWZpVZFOZTAchOyMszMTUxMAI|

TUXM|I1MTBaMDQ; TKU1pY3Jvc29mdCBBenVyZSBGZWRIcmFOZWQg
U|NPIFNI(_an7mI]VxRIMllBuANngqhk-G?wDﬂAQrTAAOCAQEAMIIB(‘gK(‘AQl’AVAToNRhPrﬂﬁa

= Use the Urls and certificates from the last
steps to configure Insiderlog and click next

https://sts. windows.net/77599a90-670¢c-4560-a5c4-eff6ba0f02c4/

https://login.microsoftonline.com/77599a90-670c-4560-aSc4-eff6ba0f02c4/sami2

REDIRECT

OVERVIEW
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. Step 6.1: Complete InsiderLog's SSO configuration

Single Sign-On

#) configure spp certs @) configure idp €) integrate idp certificates [« N

—BEGIN CERTIFICATE—
MICBDCCAGIGAWIBAGIQYWSQLIIbOBJAYeZmpqlhhDANBGKGhKIGIWOBAQSFADAOMTIWMAYDVQQD
EyINaWNyb3NvZnQgQXp1cmUgRMVKZXJhdGVKIFNT TyBOZXJ0aWZpY 2F 0ZTAeF wOyMzAYMTUXMI1
MYFaFwOyNjAYMTUxM;I1MTBaMDQxMAWBGNVBAMTKUTpY3Uve29mdCBBenVyZSBGZWRICmF0ZWQg
UINPIENIcRRpZmIY XRIMIBIANBGKGhKIGIWOBAQEFAAOCAQBAMIIBCGKCAQEAVATENRNPD760

*= Use the URLs and certificates from the last
step 5.4 to complete InsiderLog's SSO
configuration

hitps://sts windows.net/77599a90-670c-4560-aScd-eff6ba0f02c4/

= click Next

Mtps//login. microsoftoniine.com/77599a90-670¢-4560-a5c4-eff6ba0f02c4/saml2

REDIRECT

OVERVIEW
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. Step 7: Test your SSO integration

= Click on “Use Single Sign-on” and you
must be redirected to your AD
authentication, or if already logged in to the
InsiderLog's Home dashboard.

.I‘- INSIDERLOG

= Remember only users that are registered
with InsiderLog and that match the Unique
Identifier claim will be granted access.

Enter User Name/ Email B

er your password -] @

1 forgot my password

Use Single Sign-On
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This publication is for information purposes only and is not a recommendation to engage in investment activities. This publication is provided “as is” without representation or
warranty of any kind. Whilst all reasonable care has been taken to ensure the accuracy of the content, Euronext does not guarantee its accuracy or completeness. Euronext will not
be held liable for any loss or damages of any nature ensuing from using, trusting or acting on information provided. No information set out or referred to in this publication shall
form the basis of any contract. The creation of rights and obligations in respect of financial products that are traded on the exchanges operated by Euronext’s subsidiaries shall
depend solely on the applicable rules of the market operator. All proprietary rights and interest in or connected with this publication shall vest in Euronext. No part of it may be
redistributed or reproduced in any form without the prior written permission of Euronext. Euronext refers to Euronext N.V. and its affiliates. Information regarding trademarks and
intellectual property rights of Euronext is located at www.euronext.com/terms-use

© 2023, Euronext N.V. - All rights reserved.
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